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Domain Name # Layers Input Size
AlexNet [35] 11 3x32x32
. MobileNetV1 [25] 29 3x32x32
hnapechufionlion | paag o] 21 3X32x32
VGG-7 [37] 11 3x32x32
Face recognition DeeplD [69] 9 3x31x31
Fingerprint recognition FgptAuth [66] 11 1x128x128
Gaze tracking GAZEL [58] 10 Ix64x64

Emotion recognition Smart Doll [11] 11 3x50x50
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im2col & ARg3h= 718 = Qg0 Hl3) ]—s} At 4:—57} 2.5813H gETh. DNN 8HA Q1 SRAM ¥+ 3.19
WOl Foh e B % FHE ALY Est % HEAE 45 Sodelz exzgen 17 71
o B 4% Bhel ABHG. Ae-dlolo] Holmeeld s A8AY oI B% Al e B S
E 1.074] =4 4 At} GuardiaNN o] 2=eRlol H3l] 15.301¢] 718} Hit &5 IS GAdsitt. o714 3
7¥sh= 8719] DWW ol A GuardiaNN-2 Smart Doll& 7Fg 7h&rstste] wlo]z~gilutt 31.48) o w24 gir},
olele S kel UhRES DW WAl SRAM Bels AF ARFAI W) AL A 1 DRAL A
F7F 237) wiZolth. AlexNet2 GuardiaNNe| ¢t st=glo] % QIEZ-go]o] FolZaQl A& 7Hd &
oS dert. dolo] Aitel HIE AlexNeto] ¢s3t ¥ Bl enF=e s st=do] B AEZ-#Ho|o
vho] L}l & Abgste] FA #<Q thE DWRUT Ak, 37] ¥ 32 GuardiaNN7F DW A8 &0 wXs 9GS

_15_



[0114]

[0115]
[0116]

[0117]

[0118]

[0120]

[0121]

[0122]

[0123]

SIS 10-2024-0161452

[ 3]
—— —— +D3re-:t +SRAM +Crypt +Inhtra]._a?-'er
= Conv Mgmt HW Pipelining
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Working set size [KB

(a) Sequential 4-byte accesses
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EHI0
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Algorithm 1 Intra-layer pipelining for convolutional layers

1: Do: The first output channel for each intra-layer pipelining stage
2: CrypBlkSize: Cryptographic hardware invocation granularity
3: Dfilterssoact: DRAM addresses for filters and output activations; CHW format
4: S;qct: SRAM address for input activations; CHW format
5: Sfilters.oact: In-SRAM circular queues for filters and output activations
6: f,o0:# filters / # output activations of a bulk of output channels
7: F, O:# filters / # output activations to be requested to cryptographic hardware
8: erypCix: the cryptographic context for the convolutional layer
93
10: procedure PrPELINEDCONVLAYER
111 F= [f/CrypBlkSize] + CrypBlkSize
12: DecryptData(crypCtx, Dﬁ;mr. Sf-,‘“er.tar'l. F)
13 S)c*,'[t,:.r.fafl'l-: iF
14: for ocin D do
15: if (Sgilter-tail = Sgijser-head) == 0 then
16: F= [f/CrypBlkSize] = CrypBlkSize
17: else
18: leftover = (Sgjjter-tail — Sgilper-head — f)
19: F=[(f +leftover)/CrypBlkSize]| * CrypBlkSize
20: end if
21: DecryptData(crypCix, Dfilzer (0], Sfilrer-tail, F)
29; Sf,-”w‘taf! = Sf,-”er.tail +F
2% DirectConv(S;iact, Sf,-“er.head, Soact -tail)
24: Sfﬁm,“head = Sfﬁre,—.head +f
25: Soact-tail = Sygep-tail + o
26: O = [ (Sopace-tail — Space.head) |CrypBlkSize | * CrypBlkSize
27: EncryptData(crypCtx, Spact-head, Dyger [oc], O)
28: Soact-head = Syger -head + O
2% end for
30: end procedure
EHIY

Input Neural Network Structure & Filters
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| OPager BPager + DirectConv SRAM mgmt + DirectConv HSRAM mgmt + DirectConv + Cryptographic Hardware [0 GuardiaNN —o— Energy
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