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1 image = get('/camera/image')
2 video = get('/camera/video')

3 result = recognize(image)
4 DB.save(video)
5 pub('/recog/result', result)
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A7) QE ¢ Z=E A 9 ot 9E 4 Z=E lolT A9 Fhvet25-E AR olu ] (image)
94 (video)S gEWETHER)] 1-2). HE g Z=E onXE ol&std A= AAseE I
(recognize(image)) 2R ZA¥E dgut=ri(gel 3). 98 34 3=+ F94S DBl AZ3cH(Eel 4). =

= oy . QS
ga, 98 3¢ 7o 9 94 A9 HH3cH(E] 5).

Agd s g =S BEAEle] dlo|lE] F4A(data dependence)S Woldth(220). St =9 Al HH
(instruction)e] #|2 W#Ee] A¥gE ApEettA, Al WHe A2 R F55 = Aot 7] d& ¢ =
=5 V|Eo R Aystd dHoly 58S {1—>3—>5} 9D {2—4}0]t}k. {1-3-5}F oJu|AE o]&st A= Q14
goli, {2-4}= FTI4S AFste HAolvt. dHeolH FH54e wWEAd 1= doly F% 17~ (data
dependence graph)® ¥ & 7}s3lth. dlolH Z*:Rkﬁ:iEﬂH}ﬁiﬂé%ﬂgg%f@?EﬁiWﬂﬂ
A #HAgo] shvte] g2 E FAAST
74?40131‘:‘ oy <& JFJJE% 710 2 dlo]§ A(data source), H|°|E] AZ(data sink) ¥ 2 =2
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la image = Ciphertext()
1 image = get( ‘/camera/image’ )
2 video = get( ‘/camera/video’ )

3 result = recognize (1mage)
4 DB.save(video)

5 pub( ‘/recog/result’ , result)

A k=
Td dEsE A9 ovAE gmdtels AAHS FUHE 1la). A9 d dzskd 949 ovAE
olgste]l d= dAE A= i s FAIE(E] 3). EI, L= = 39 stded ®AF 52
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¥ 3

A¥ A= (original code)

W3yl F=(transformed code)

1 def recognize(im,wl,w2):
2 c=conv(im,wl)

3 al=act(c)

4 p=pool(al)

5 a2=act(p)

6 r=fc(a2,w2)

7 return r

8
9

# Square Activation
10 def act(inp):
11 out=[]
12 for 1 in W
13 range(0, len(inp)):
14 r=inp[i]*inp[i]
15 out .append(r)
16 return out

HE
1 def recognize (im,wl,w2):
HE .
c=conv (im,wl)
HE
al=act (c)
HE
p=pool (al)
HE
a2=act (p)

r=ig%(32,w2)
return r

© 00 3 O O A~ W N

# Square Activation

10 def act' (inp):

11 out=[]

12 for 1 in W

13 range(0, len(inp)):
14 r=inp[il*inp[i]

17 15 r=relinearize(r,reKey)
16 out .append(r)
17 return out
& 39 FAEH5L dE FZTold, 5 Wty I=E oAt Agdde 3] 9= Q1A &4 recognize()ol
A 58 dsgtd dolHE AHsEs AMH g WAt WA e HER ZAET. AFddeE F
3y dsstE dolg AHEE fshe] 22l 150 AMEZE 5 relinearize(r,rekey) & F713t}. 9 e 53
a5t w4 dAbs A8 FokeE deeltt
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AAY, Sy} IP Fhvele] ol = EFAk
A FFE EZYAT F @),

FA7E Bl gk oA, dwiel] AXE P At A5F Gge BAE,
wolgte 2.8

ltt. w3 YA (deploy manager)+= W3k ot
58 5358 mlaH [oT FAE A9 4
h=a =

Ao dloltt. &= 4(B)= ToT FA|R1 TP Zhvietel 24 dEbd At

g9e aqaw, A @47t EdAE & AT A B}

HEH A 92 HoleS 7o R ofuA HolH (L) E 3 H=3HEnc(Iy,, HE))staL, 3 3tgh biolE

(Icipher)% %@15‘}‘4(@) »EJE?:Y_]_', QE]'?; A"L:_‘ 0\:}§.

(Enc(Vyrain, SYM))BFAL, 2 3}RE HIOJE (Veipner) S EHATH(©).

Holes 7Eoem 94 ol (Vw)E Wd7] dEst
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[0061]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]
[0070]
[0071]
[0072]
[0073]
[0074]
[0075]
[0076]
[0077]

[0078]

[0079]

[0080]

[0081]

[0082]

[0083]

[0084]

@j’,}- Rciphcrg‘ —Y—L—%}\]oﬂ @%% fl: 9\1‘:} ‘jij.E]FoI:J B’E"

Iz molgrat e lol AA Aed & v, =

EAIRT. dobrt, = 49k e [oT Aol AAd detgde] Sk A4 daE 55

= 5& IoT #X(300)9 FAdol thdtk dolt}. IoT
(300) & AAAA(310), AF=(320), l=2](320
g 4= 9},

AR (310)E ToT FX(300)9] FH E= AREA}
= oolu A AlA, % 4

IO]E'] Iciphcr g’l Vciphcr% fl:/‘\_]_él']:]'

=50l 10-2508448

Olﬂ

-E—'ff_ Eﬂo]%% 01%6‘}'0:1 chphcr% 'ET—%?—?}E]'(@) %ié‘} @

A=) (3 OO)LA = 2,4 [oT #X](110)°] 3} ]
), A (340), AR (350) B =¥ A (360)S EIF

AAAR (3205 AFR7 AAE delHE A9 vt
A2 (320) = A= dole AuEs A 22ads AT 5 dvk. oOdd, AEA (32005 dadh 4
5 BEE AR 5 9

A AA(R0E 9B G5 D5 AR FF TS, GE HolR % BE HolBE AT + 9

| %.2] (330) =
EAGA(340) = MEAE §3
SAFA (B0 = B4 Ve o] AW 8 (E

PN

ARG (340) = A e Z=E WE

2]
SR (340) = THE TolT FA=NH dustE 9% 37715 F4F 5+ Aot
=

ToT &=1(300)7F HolHE Atz FHAolA Tk dA HolHE AZE + vt
X

AR (340) = G2 EE volHE ZEA] AB e S A4 ¢ v

AR (B40) = SEF-EAA F dEskE dolE

CO
(@)

o
o~
o
ﬂl_,

ez Hdad }9]' o] dlo]
gtz s} dolee Add

T U= c}
ArEA(330)= wloly FEE= dHoly ¢mst B Hast] dad v Ans AL ¢ v AbEA
(330)= A+3 93 HolE 2 B35 HolEs NPT & 9t

£33

. ToT AMul= Alg Wy 8l 2ek¢-=9] dHoly A2 Wi HFH

=
= TRIOW(EE o2
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[0085]

[0086]

[0087]

SS90l 10-2508448

T2 ae AAF T BYA A FE 75 Al (non-transitory computer readable medium)oll *7FE o] A
43 gt
A .

HIAA A 55 7 wiAl A 2H, A5, mlRe] 3 Zo] #e &3t St dHolHE AdsteE wiAZE oby

Aoz dolHE AAstd, 71710 s #E(reading)e] 7Hsd wiAlE 9u|dit}, FAHoRE=, A

3k thaksl o] T Aol e maauAlsS (D, DVD, = YA, EFFe] A=, USB, WX IIE, ROM

(read-only memory), PROM (programmable read only memory), EPROM(Erasable PROM, EPROM) Xt

EEPROM(Electrically EPROM) = Z#iA] wlie] S3 22 HdAH 35 7k wjAlo] A%dso] Agd 5 3l
o},

AN A = 75 wiHE e @A (Static RAM, SRAM), Tholulwl = (Dynamic RAM, DRAM), A A2V~ t]=
(Synchronous DRAM, SDRAM), 2ui<: SDRAM(Double Data Rate SDRAM, DDR SDRAM), %743 SDRAM(Enhanced SDRAM
ESDRAM), =73} DRAM(Synclink DRAM, SLDRAM) % 21 =~ A (Direct Rambus RAM, DRRAM) ¥} Z& t}ok
F RAMS 9]v]glc),

Alg 2 E A HRd =He dAE
o

)

ot

e
4y o
e e
o
QL
B
2
i)Y
ot
N
i
10
o,
=
>
SE ¢
K
(g
o
e
-Orv‘
i H
N
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k1

F1

g
~

)

Cipertext Size (MB)

Encryption Time (ms)

Decryption Time (ms)

32
16
8
4
2
1
Plaintext Size (MB)
ey AES  wmelffjs BF
(A)
32768
4096
512
64
8
1
1 2 4 8
Plaintext Size (MB)
ey AES e BF 'V
(B)
4096
s12
64
8
1

1 2 4 8
Plaintext Size (MB)
oy AES asiffuses BF 'V

©)
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120
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coo—{000

HE
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Original Function Code Configuration File

image = get(‘/camera/image’)
video = get(‘/camera/video’)

; target_funcs:
3 result = recognize(image)

4

5

[‘face_recog'],

. receive funcs: [‘get’
DB.save (video) - ['g 1,

pub (‘/recog/result’, result)

SelectiveCrypt Compiler

" Data Dependence Graph | [ Marked Data Dependence Graph |

k Colored Data Dependence Graph . Transformed Function Code
syM @ (E la image = Ciphertext()

image get (‘/camera/image’)
video = get(‘/camera/video’)
result = recognizem (image)
DB.save (video)

pub (‘/recog/result’, result)

*‘ [ 250

Encryption Table Transformed Decryption Table
]  Function Code ]

I

I

/recog/result

/camera/image
‘ /camera/video SYM
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> ¥

ata

A4 Compiler

Encryption Table

| /camera/video |

Decryption Table

//recog/result

Online I

: Other
2 Table, Key,,;

Deploy [~ 1KeyGen Door

e é .
SYM | Manager Lock

Devices

[ 1
/ cipher Vclgher

Runtime A in IP Camera

Runtime B in proxy server

(® Publish image data
Leipher = Enc(lpiaim, HE)
pub(eipner,'[camera/image’)
(©Publish video data
Veipher = Enc(Vpiam, SYM)
pub(Veipher,'/camera/video)

Encryption Table

| /cameraivideo | SYM |

@ Trigger event
trigger;(event)

(@ Decrypt result
Rplam = Dec (Rclpher' HE)

ncryption Table

/camera/i;ilage HE
| /camera/video | SYM |

Decryption Table
~Data ldenth —
frecog/result

Door Lock &
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