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ommit 23b9183: Fixed obj Handling in vuln_func. Memory copy outside
he size of new_obj may result in buffer overflow bug.

XtAo] X2

320

Type: Buffer overflow
Function : vuln_func

Object : obj

=gV
int wuln_func{Object obj ...){
Object “new_oby;
411-1
iobj->size k= new_obj
Mﬁ-‘: . Type: Miss Sze check
memcpy(new_obj, 0dj); Function : vuin_func ~—421
} Obyect : new_obj
Vuin code : memcpyinew_oby, ob))
int vuln_func{Object “obj ...|{
- Oo,ou, *new_ob Type: Changed to safe function
412 .| arze pM Yy EL | ——— | Finction: win_fune ~—422
memcpy_sinew_obj, obj, obj->size); Object : new_obj
Type: Address sanitizer aliocation
int vulin_func{Obiect *obj .. | FOtwm:;n : vl njunc /\__423
413 yect : new_obj
Object “new_obj = asan_mallocin);
memcpy(new_obj, obj);
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