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TE AZE o] &3le] BE4=o] Al F PUF(physically unclonable function) &% (response)< A3t A(cell)
S AEste T AEE

A7) Aeg A(cell)d ¥ Alol=(side)oll Ao ERAAEHE 2428 a8 =39 AF(current)S HlwLdte] ¢
9ol (random) YA & Zk(digital value)oll 4-23}+= CRP(challenge response pair)E AA3= (RP YA HF; 2
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}7] Mele Aol t)-$3te] Aby] WA CRP(challenge response pair)7F ABle] SZ2H L= A|o]sl= oS
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71 F Aol=(side)dl Ao ERIAIAEE A2 =)l ©3 Alo]E do] ddd tole= AZ(diode-

connected) T7FE 2=
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o] A}7] PUF(physically unclonable function) 2% (response)S A st

wxe] 7]k PUF 73]
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A7) Aag A(cell) & A7) #7] BlE A3 (magnetic tunnel junction, MTJ) A3E¢] WM3l(variation)el 7]
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N

247y AAE Al W)

o
(major response)el AH<-sh
HARE o ¥3ste

271 B9 & (magnetic tunnel junction, MTJ) A&
o]-g3to] A7) Eo A(cell)oll A 7] AHH 49
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AFe (magnetic tunnel junction state)E WAL= AFEj

=
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A7) AolFE A7) B0 Al(cell)S ¢4 A(stable cell)d} E¢H4 Al(unstable cell)® F-E3}aL,
7] 94 A(unstable cell) & AE3tE By AEYEE ¢ X3t

W 2a 7]¥k PUF A,
AT 8
Aegel lo]A,

A7) CRP AAR= A7) Aded Borg AoA Ay] WAY 27 BHY HE AHl(magnetic tunnel junction
state)oll 71%3] 2}7] Ael® EokA A(unstable cell)Q] 9 Alo]=(side)olAe] EANR~HE Z2+S E3)
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FE Adsi=

271 B9  H3t(magnetic tunnel junction, MTJ) Ad&Ee] ¥3}(variation)o] 7]%3}o] PUF(physically
unclonable function) &% (response)< AAIS= 49 A(cell)S X3t wEg 7)¥F PUF Fx9] &2
el QlojA],

TE AdEelA, e AZE ol§ste] Y] Bl Al T 7] SH(response) & AAAE A(cell) s A=
Al

CRP BAFNA, A7 Aed A(cell)d % Abol=(side)o] YX8tar, =&l @3} Ao]E who] AAH tho] o
= AZ4(diode-connected) T-FE& e EWAAHE 2474 Fd &89% AF(current)E vl el
A
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(random) TIA 8 zk(digital value)oll 423} CRP(challenge response pair)E AAstE wA; 2
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el A(cell)S A7) A7) HE A3(magnetic tunnel junction, MTJ) A =9 W3}(variation)ol 7]
of 7] AdalEl A(cell)Y & APol=(side)olAM e EMAAHE 2o L 7] HE A3
(magnetic tunnel junction state)E ZtE Al A3 2 A2 AZE 2z dgdeta, A7) Add Al A5 A

7] e A2 A5 Aelo] s)xste] 47] R At (current)e] Aol WAH =
dlme] 718 PUF gAe 5

A3 13

A9 $w ARROIA, A7) A9 AL AE EE 37 498 A2 A5 F 37 498 el F Aol
GidoslHel EQASHE F ol GuE B ggon e ARE Fde USE 4 S

JH WAFNA, 27 A7) BHE A3 (magnetic tunnel JunCtlon MTJ) AgEel ztzt A" Al HE g4l
T A2 BE 21918 o] &3t 7] H4e A(cell)oA 7] A4"E A9 S (major response)ol 55
2zol 271 "Hd A3 A (magnetic tunnel junction state)E 733]-% GAS o ZIste=

138 el Ao A,

A7) AolRolA, A7) B A(cell) S ¢ A(stable cell)® E<¢FA Al(unstable cell)2 &=

BA Aeyex A7) B¢k A(unstable cell)S AEEE wA); 2

i

7] CRP AJAH-oll A, 7] deld Bbd AA 7] wiAs 7471 BlY 3 Al (magnetic tunnel junction
state)oﬂ 71z3te] 7] AMeldl Eobd Al(unstable cell)2l & Abo]=(side)ollA el EMAAEHE 2428 E3)
=389 AF(curren Hlaske] o9 (random) TlAE %}(d1gital value)ol A+$3k=  CRP(challenge

,,
it

o_>L
o
rr
%
)

response pair)E A

gige] 41y

of

S STT-MRAM ™ X7 7]wte] PUF(physically unclonable function) FX]olA = el EMAAEHE <l
‘35}—5 SFA A 7FA~(stability deterioration)E 7RAstE 7)< %?ﬂ' AoZ HU FAHOZE To]
= A4 EdA~F(diode-connected transistor)9} &8 Mt EWX|2E (shared access transistor)E ©]
L3to] gl glo] TYU3 S (response)E AMASL, & ¥ (post processing)E =3 E<¢F4 (unstable) A
T AAFE(reuse) 7FedtEE AF xolE FT7IAIA PUF A9 b (stability) S A7) wixe 7]t
PUF 4= 2 2 52 Wije] &g A ofry.

N
T
1o M

e
m;Em

Z7 7] w27 PUF(physically unclonable function) #X+= Z 2|2 H3lo] ulg} o2 & A
FAZA, ToT(Internet Of Things)e] Wete] wel HeES] Fa Aol HlFHo F&EIFE 7|&wof

71%  dS(cryptograph)® AF8%EwW  RNG(Random Number Generator)$®} ©o]2 A &st:E H|EAH w=EY
(Nonvolatile Memory, NVM)&] &HA " o] =ejyto] wel PUF Zx= s dct.

adutgdoz | PIF AXe o4& A2 dl(step)E FHAhdsta, 5UA AlZs= ZF PUFS Z2AHA 3]
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et lole] SRE AT RN HodE =olal, e WE 4 e AHel v

PUF X2l <5 (Authentication) IS wWEAe] ZAt]M(nominal condition)ollA AJA$+ CRP(Challenge-
Response Pair)& AWol A7 & AREA7} 291 AFS $18] PUF A2 A% (challenge) @ A], 1ol g3k
SHS ddst=A] gl

olwl, 4A4A A% AAE 98 o Ao 27
A A oper Fv.

Zo) %ol w2 dwe] s PR A ehe] e shpe] SRS Aweks TR, (RP AAA ARA
4AE g0 594 RPE A4 gt

oL

#(conditional range)olA ¢ H AAHE SFHES L3}

a8y, EAX2E7F PUF S92 A= W3l AX(variation source)o|P &, oA Aol EAS F&3l=
o, A% B3 EdxAEH Waks wiod A 97 %=(condition sensitivity)ol wel AR i @4
o] A3}, dE Bo, dA AL 2%d wet WeeE EAS 2t .

weba | wWE2E] 7)dk PUF A2 27 B A& (Magnetic Tunnel Junction, MTJ) &x]2] SAdd] uleg} AP E|
oF PREIAIA Ao T3 o] A EAAH=H, U 1}7] Ha A3 A4 APet PAEIS A7
2 74§95 AT A$, CRP 219 =94 (independence)©] #A3ths o] EAjgic),

%, BAF AR AP EE PR A7) HY AFOR wFe] S ANSINE SHel Feyel 94
o gtzol 65 AbsAel EARTHE wlel EAW.

e
5354 0001) W=3 /W53 A12017/0178710%., "PHYSICALLY INCLONABLE FUNCTION CIRCUIT USING RESISTIVE
MEMORY DEVICE"

(E3&3 0002) =3/ E3 A110-2018-0082138%., "wr&A] Fx]"

(5353 0003) =3 7153] A110-2015-0144037%, "AA wrmz] FX e "rg o], o]F Egse A
g omEe A D AP wee] Fxe] dolE A W

(531873 0004) 3870153 A110-2016-0065297%., "PUF 3]& % 149 7] 5= Why"

g J§
ddstel= A

2 g o PUF Ax]9] Alo|A EMMXAHEC] tole= A x5 FAEC EMAAHZYYH FHEH= AR
o] ZH(flip)S #HAEA7IE AS HHo=2 & 4 9
E oubgd o piF Ax] o] Mol A FfE HA~ EUX AE (shared access transistor)E o]&38le] A2~ ol 3=
W& =(circuit overhead) = Zj"_/t/\]i']jl, AA A WslE BAsto v AR Z-H(flip)E AaA7E A
& BXoR &+ 9.
2 e fE 2]l EWRXAEY WHgte] oS Fola, 7] HY A Al gsiAR AFUT AAHHEF
golot dFd FRE FAHHE AS HHo= & 5 Q).
2 e AS dEsis A #gl EdRXAHY 98-S FHE A2 EWRAAEHIE giAlste] 32 o=
S AaA7Zla, A= 29l ERARAH Wty 9SS Folv S HHoR T 4 9.
W shuel 27 By H3 dHNES o] &3to] PIF $9& A 5 2olE W (write-back)ste] 2} 4w}
H420 SHS At s HHo= & A

o 9ol
Jft e

W e ol om A Fxd 7|Hbete] FGE M~ EWA 2F (shared access transistor)el 23] Aeig
o] obd thE AoA LA ~Y HF(sneak current)’} AElE Ao FA¥E= AL WAGE AL 5Ho=
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iu

U (RPE 5= (enrollment)sh= ¥4 o] F, x%ﬂ(post processing) 2 3 2ol
A 2E oA FHEE AFe Holg FES

e BolE W B4 o §3tol

) ;
WAZEE ool Be

R84

o

gk AE A
A9 HE 78

oyl daA e mEw wxe 7w PIF A= 7% AEE o]gste] H9 4 F PUF(physically
unclonable function) 5 (response)S AT A(cell)S AEsts 5 Ay 7] Aew A(cell)e &
ALl E(side) ol A e] ERA~EE Z47tE B3 &899 AfF(current)E vladte] 199 (random) TAE 3k
(digital value)ol %3} CRP(challenge response pair)S AA3t= CRP AAE 2 Ay Aeiy Ao %
sto] /7] A4 CRP(challenge response pair)”ZF AlH ol EEQE ﬂoﬂo}‘—t Aoy2= zaala, Ay & A}
o= (side)oll Aol ERNAXEE 7HZhe =9l ©@y AolE o] AAw tho] o= 7 (diode-connected) T3

= o >~
g 2s F .

71 Je) A(cell)> #A7] BlY H3H(magnetic tunnel junction, MTJ) A5 Wl (variation)ol 7]1Z3}
4}7] PUF(physically unclonable function) =%®(response)S A 4 v},

£ ox

7
5

(magnetic tunne

i

ey Al(cell)e A7) #7] BE A% (magnetic tunnel junction, MTJ) #A3E¢] WM3}(variation)dl 7]
A7 AdelE Acell)d F ARol=(side)ollAe] EWMAAHE ZHzbd U3 27l HE HAE JH
| junction state)E zZre Al Az % A2 AZE 47 AL 5= Ao},

Bl ox

£

71 e Acell)2 471 Al Al Azt 47 ddd A2 Aze] zpolo 7]

qag
(current)?] zol7} ¥HA=E 4= 9t}

B

sto] A7) 289 AR

A7) A Al AT e A7 A" A2 A5 F 4] AEd A(cell)Y 9 Alo]=(side)ol o] E#A
HE 5 o 3uE 53 Avyes 52 AFE F3te= AaE 49 S (major response) &2 ZAA 3=
A9 9 AARES o %3 5 dr

of Ztz} AAE Al HE el EE A2 HE g
(major response)el] ASdtE= A5 27| HYE
MARE o £33 5 9.

=
o] gste] A7) 4ol A(cell)olA A7) A4H Y &
A e (magnetic tunnel junction state)E W7AstE AHe

| Aotz 7 He] Alcel

2] 1
o4 A (unstable cell)& A&s=

9 o
o o N
i

M o
N

’37) CRP A H-= 7] A | ¥74" 27 8§Y A Aol (magnetic tunnel junction
state)dll 7]Zzale] A7) A A (unstable cell)e] % Alo]=(side)ol| o] EMAAEE 2H2HS E3)
=99 dF(current)E HluLste] 9o (random) TAE  gh(digital value)ol Z&-&3sk= CRP(challenge
response pair)E A 4= AT},
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tho]l2 = A (diode-connected) T-FE= A7) E49
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g o] A Ajde)] W= 27] BY A (magnetic tunnel junction, MTJ) A &E2] W3}l(variation)ol 7]
3lo A7) PUF(physically unclonable function) &% (response)S AAISIE B4 A(cell)S *33tE 1
g 7|8k PUF AXe] T2 WS 75 AYFolr, 75 ASE ol&sto] A7 HFo A F AV &9
response) S AAE Al(cell)S AEst= A, CRP A FoA, A7 Aels /Eil(cell)gl ok Alo]l=(side)ol
Zsta, =9 @ AlolE wo] AdH tho]2= AA(diode-connected) TRE ZE EWA2HE 7S
¥ AF(current)E vluLsle] ool (random) TIAE Fk(digital value)©ll %85}_ CRP(challenge
response pair)E AAsE @A B Alo|FelA, 7] MdEd A tfgste] 7] ¥ (RP(challenge

response pair)7} Ao SE2EEE Aojsle WdAS £ 4= 9rt.

OHNLA BP0 oox

A7) AeE A(cell)S A7) A7) BlY A3 (magnetic tunnel junction, MTJ) A 3&E<] Wal(variation)el 7]
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z3to] A7 duE Alcel)Y & Atol=(side)dlAe] ERAAHE 47 T
(magnetic tunnel junction state)Z zt= A1 Al 2 A2 ANZES 2zt Adsta, A7) Adw A1 A5 4
71 Agd A2 Az el zpele] 7|xsle] A7) E8€E AF(current)] Zpol7p A= 4 Q).

g Aol mrEy wEe] Z)uk PUF gA9] w2t S 49 o9 2, A7 ddE AL Al
3 e A7) Add A2 As T 2] dEE Alcell) o] & Atol=(side)ddl Aol ERALHE F o= stUE
ol A es 2 g MG

=2 AFE Y3l AEE 49 ST (major response) o2 2

A, 371 A7 BHY H 3 (magnetic tunnel junction, MTJ) A&dEe] Z+Z A4E A1 HE g9 =& A2 HE
2l s o] 83l A7) Hgo A(cell)ollA 7] A4E 49 SH(major response)dl 453t 2zl A7) H
g A el (magnetic tunnel junction state)E WASE GAE ¢ X & U,

2 o] A el 2w wEe] 79k PIF X9 & S A7) AlojFelA, 7] B4 A(cel)S
ok A(stable cell)®} o4 AM(unstable cell)@ FESE WA, ®BA AaXolN, Ar] By A
(unstable cell)& A3l TA 2 7] CRP ABAFA, 7] A8 Bk A 7] WAE =7 gy
A3 el (magnetic tunnel junction state)oll 7]Z3te] 7] d¥ld &4 Al(unstable cell)o] & Alol=
(side)ollA el Edx~HE 44 T3 99 dAF(current)E sl dolol(random) TAE F#k(digital
value)ol 53t CRP(challenge response pair)E AAs= @AE ¢ 8 4= .

259 29

B oubhg o piF Ao AA EWAAEE0] Tho]lo= A FXE FAEHo EWAXERZRE HYH+= AF
o] ZH(flip)S #AAZ 4 .
B odbg o pUF A o] Ao A FiE AA2~ EWMA~E (shared access transistor)ES ©o]&3le] A2 o] 3=
oW =(circuit overhead)E ZHAAZ|a, A Ay WH3lE pATozZN AFY ZH(flip)S aANd
ATt
B UHe fE gl EWAXHY Wty IS Fola, AV] BHY HF Aol gaiMT AFIF AAHES
tfole = dd Fx=E FA4E F U
2 oo A MElsls A= 29l EWAAEHL 93-S FiE dAAx EWAREIL gAlste] 32 QW=
& AaA7la, A= 2 ERX e Wty Jgs Y F AT
2 g sl 7] HE A AHTS o] &3te] PUF 58S AAS H #olE W (write-back)sle] z+ Aw}
o 554 $HE AT & U
B oayg e to]ot A FFo| 7ukete] FHw AAl~ E@X| A~E (shared access transistor)ol £d] AelE
Aol obd thE Ao M WA Y HF(sneak current)7} AEE Ao F¥E A& WA 4 ).
2 ¥8E (RPE S (enrollment)dh= ¥4 o, = A2 (post processing)E &3 holE W& st} <F
EdX 2 oA EEEHE AR/ 2olE THIY A S AL F ATt
2 a2 golE ¥ FxS o]&sle] BE AS Fo|Ed & ZolENX k2 EQFE Al idia A8 E
WA ~HE o] &3t Bds Ax A A8 = Qo
=HY 288 Y
T 1L B ouygo] daAdo] ulE PIF AlAHS AWsls =dolt,
=28 ¥ ouhgo] dAA]do] wE PUF FAE AW3ts =wHolt,

3E =4 B il Ao mpE PUF AXoA Ao s st THot),
T ay - wgo] Ao wE PUF dA|ollA Ao mjd Fx& AWl LHolt,
L 5bE o] dA Ao wE PUF gGX|ollA] Aol wjd ot Ay 2L g At LHolt,
T 62 B o] AdaA o] wpE PIF #AX¢] RrE AHsE mwolt),
T 72 B o] dAAdd wE PUF FX| oA glolE W Fxyt B IR E Arste Lwolt),

H
co
rlo
(e

T
ol
1o

A eol] uhE PUF Aol A 2te]E W) Fzhat ddd AeE9 Eoli=Es ddshs =1
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